WEST YORKSHIRF,

LI1CE
Online Safety Programme

The aim of this programme is to educate people of the risks that the online world can have on everyday life by
improving online awareness in schools and to parents and guardians. Below are bullet points of the lessons we
teach, Each lesson iasts for approximately one hour and is age appropriate for each year group.

s  Online Safety Year 3 ¢ Dnline Safety Year 6
e  Online Safety Year 4 ¢  Online Bullying Year 5
e  Online Safety Year 5 »  Online Bullying Year 6

A view to what each lesson covers

Online Safety Year 3

In this lesson the children will go through what personal information is and is it appropriate to be placing
online. We will be looking at what makes a good password and why it is important to keep passwords safe. At
the end of the presentation we will be giving some top tips to remain safe while using the internet. In the
lesson the children are asked to carry out activities to make them think about the virtual world through
working as a group and discussing certain topics found within the PowerPoint presentation.

Online Safety Year 4

In this lesson the children will go through the law linked to the online world, locking at what may constitute an
offence and the penalties each offence could carry. We look at what Wi-Fi is and how to remain safe while
using it. We will also go through “do they know who they are talking to online” making sure that they
understands the importance of knowing who they are before divulging any information about their personal
lives. At the end of the lesson we will go through some top tips to children make the right choice while online.
The children will be in groups and will be competing in a quiz throughout the PowerPoint presentation with
the aim for the children to be online safe, online aware and online smart.

Onfine Safety Year S5

In this lesson the children will go through what the technology was back in the 90s in comparison to today. We
will take a look into the virtual world with an overview in to social media. We will cover copyright laws
outlining the rules of piracy and plagiarism. In this presentation there is an element of group work locking at
what pictures are suitable to be places on the internet. We will cover aspects on online gaming and what to do
if something is inappropriate while playing games online. We will discuss child exploitation and online
protection giving some top tips to help children make the right choice when online.

Online Safety Year 6

In this lesson the children will go through what is the virtual world and looking at the laws around social
media. We will explain that by one person posting something on social media it may also affect others [the
ripple effect). We will inform the children of the laws around indecent images in a section about Selfies and
webcams, also looking at what is age appropriate material such as games and websites. At the end of the
presentation we will offer some top tips that will help children make the right choice when online. The children
will be asked to work in groups to write down what they think the virtual world is and what methods can be
used in the virtual world. We will go through a few laws that can be broken from sending malicious messages.
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Online Bullying Year 5

In this lesson the chiidren will go through what online bullying is and who can be the victims of it. We will go
through what laws can be broken and the punishments for online bullying. We wiil be talking about the signs
people portray when they are a victim of online bullying and who can help to prevent it from happening. We
will explain what trolling is letting them know it is somecne who sows discord on the internet by starting
arguments or upsetting people. We will look at who are the main perpetrators and who are the main victims of
online bullying. We wilt finish of the presentation by giving some tips on how to help children make the right
choice when online. The children wil! be participating in questions around online bulling and asking for the
children’s views on online bullying.

Online Bullying Year 6

Inthis lesson the children will participate in a group discussion on what they know and understand about
online bullying. We will then explain what constitutes online bullying going through the laws and punishments
for any laws that may be broken. We will go through some statistics around social media Jooking at how much
information is publicised online every minute of every day. At the end of the presentation we will offer some
tips to heip children make the right choice when online.

Parent/guardian PowerPoint presentations

For parents/guardians we have 5 separate presentation as listed below. We also offer an all in one
presentation that lasts approximately 2 hours combining all five of the presentation. The aim of these
presentations is to aid in educating the parent/guardians in the virtuai world so that they can have the
relevant information to heip keep their children safe in the future white they are online.

¢ Online Awareness *  Online Bullying
*  Online Safeguarding e Social Media
*  Dnline Gaming

A view of what each lesson covers

We will go through the basic aspects that creates the virtual world. We will inform them about online gaming
and how their children can be targeted through playing games online. We will explain that what we know
about the internet is only the tip of the iceberg telling them that there is a dark side to the internet where
crimes can take place. We will talk about the laws and punishments around the online world and social media
like fraud. At the end of the sessions we wili give some tips about how they can help keep their children safe
while online, Within the iessons the parents/guardians will be asked to answer questions about their
knowledge of the virtual worid. We will be iooking at what oniine applications the children are using the most
with notes on what each application is used for and how it can be used. In the presentations there are short
educational video clips explaining the different elements that children use and looking at what sexting is and
what constitutes as online bullying and the soctal risks behind them all.

Staff Training

In this training package we cover the apps that children are using, why it's important for schools t¢ understand
online safety, and how staff internally can be effected by social media.

If parents/guardians would like to have 2 one to one visit from the Cyber problem solving team to discuss any
issues or to offer help and advice then please send an email to

bd.cvberproblemsolvers@westyorkshire.pnn.police.uk and we shall get back to you as soon as practicable. We

are also there for the school to be a single point of contact for anything cyber related.
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